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The Kerberos Advantage

Kerberos International, Inc., founded in 2006, specializes in bringing solutions to 
market that leverage the world's most cutting edge technology.

Kerberos International provides Cyber and Electromagnetic Spectrum technology and 
communication solutionstailored to meet specific mission requirements worldwide. Our 
advanced integration and manufacturing capabilities deliver outstanding value to the 
warfighter. 

The Kerberos team is comprised of experienced radio frequency (RF) engineers, 
designers and electronic warfare (EW) combat veterans. Kerberos designs, develops, 
integrates and delivers RF systems of various size, weight, power and cost (SWaP-C) to 
meet special mission requirements. 

From SDR-based electronic 
attack (EA) jammers to low 
profile communications 
collection systems, Kerberos 
will exceed expectations.  

Kerberos RF systems utilize 
high-speed switching fabric 
for data transfer, real time 
logic (RTL) devices for time 
critical processing, and a 
low-overhead software
architecture that emphasizes 
efficient, event-based processing. Modular, scalable architecture allows multiple 
platforms to leverage the same technology, promoting software reuse and myriad 
hardware configurations from the ground to the air; from tactical to rack mounted 
systems. 

Kerberos technology is transferrable across platforms, eliminating the current problem of 
managing disparate platforms for specific missions, and instead creating a streamlined, 
coherent capability set applicable across multiple use cases. 

Our systems are currently fielded across the globe providing tactical solutions with 
strategic impact.
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Ç Electronic Warfare and RF Intelligence, Surveillance &
Reconnaissance (ISR) Solutions

Ç KER-314 Electronic Warfare & ISR Platform

Ç RF Data Collection and Signal Analysis

Ç RF Spectrum Visualization and  Modeling (for EW asset placement)

Ç Simulation and Training Solutions

Ç Tactical Cyber Simulation & Training

Ç Radar Simulation & Training  

Ç Electromagnetic Opposing Force Training

Ç Electromagnetic / Cyber Training

Ç Communications Network Solutions

Ç Private Cellular Networks

Ç Cognitive Radio Networks

Ç KER-325 Satellite/Cellular Push-to-Talk Network

Ç Situational Awareness & Collaboration Solution 

Ç Covert Antennas

Kerberos Products & Services
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Monitor. Collect. Locate. Attack.

The KER-314 Tactical EW Platform is a robust, remotely operated, multifunction, multiband, 
full spectrum, wideband collection platform (via satellite, cellular or IP-based connectivity). 
The KER-314 also contains remote full spectrum signal direction finding (DF), advanced 2000 
watt commercial FM stereo transmitter and HF/VHF/UHF electronic attack (EA) capabilities. The 
system can be easily coupled with cellular monitoring, tagging, tracking and attack capabilities.

The KER-314 configuration allows the operator to safely collect/DF/transmit remotely against 
hostile sources in either recorded or near real-time modes. The KER-314 utilizes a secure, 
encrypted onboard PC core to host an organic RF identification, 
collection, recording, transmit and exfiltration capability.  
Various onboard software suites allow for pre-programmed 
execution of retrieval and exfiltration (transfer) schedules, 
as well as real-time voice, data, and visual remote monitoring.

Scalable, Multi-Mission Capability

ÁDirection Finding (DF) System
Remote access with a triangulation and mapping 
option, Client/Server option and a wideband 
receiver frequency range: 9 kHz to 3.5GHz.

ÁFM Transmitter (for Radio-in-a-Box RAIB 
operations)
Commercially rated 5000 watt software defined 
radio (SDR) with reliable, low power consumption and 
the highest efficiency rating in the industry; complete 
with an integrated SDR control interface.

ÁMulti -Mode Transmitter (for H/V/UHF operations)
Commercially rated 100 watt software defined radio (SDR) with reliable, low power 
consumption and the highest efficiency rating in the industry; complete with an integrated 
SDR control interface.

ÁWideband surveillance receiver
Digital signal processor (DSP-based) SDR with direct digital synthesis (DDS) front end. Covers 
a wide frequency range: 9 kHz to 1800 MHz (optional to 8599 MHz) with multiple modes.
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Electronic Warfare & 
RF Intelligence, Surveillance & 
Reconnaissance (ISR) Solutions

KER-314 Electronic Warfare & ISR Platform



Real Time RF Signal Monitoring, Classification &Decoding

The Krypto 500 RF Data Collection and Signal Analysis solution supports:

Ability to monitor narrow band signals: 
Extremely Low Frequency ςSuper High Frequency (3Hz to 30GHz)

Control (Receivers, SDRs, DF, Systems)
Collect  (Manual, Scheduled, Triggered)
Classify   (Precise Signals & Equipment)
Analyze   (Full measurement suites)
Decode (Current comprehensive parsers)

The system supports thousands of classifiers for specific equipment and is being updated 
continuously.  It offers specific filters to increase intercepts, comprehensive parsers and support 
cryptographic systems.

Kerberos packages this system in ruggedized man-packable cases or easily transportable 
trailers.  These systems support:

ÁVarious power options
ÁAttended or unattended mode
ÁReal-time operation using satellite reach-back
ÁStore-and-forward operation using satellite or manual reach-back
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Electronic Warfare & 
RF Intelligence, Surveillance & 
Reconnaissance (ISR) Solutions

Krypto RF Data Collection & Signal Analysis



Command, Control, and Visualization of the Spectrum

Electronic Warfare Battle Management (EWBM) is a key capability for controlling the 
Electromagnetic Spectrum. Performing this task requires real-time visualization, control, and 
collaboration with a number of non-kinetic and kinetic fires systems and capabilities. EWBM 
provides the visualizations and tools needed to effectively perform real-time, tactical and 
operational EW Battle Management.

EWBM offers:

ÁOptimized EW resource allocation
ÁCollaborative commercial and government open-source technologies
ÁServices architecture allows for distribution of resources, capabilities and systems 

throughout the tactical secure network

EWBM has been developed by leveraging extensive experience from EW mission planning, 
tactical displays, distributed systems, and advanced visualization.  EWBM brings multi-
dimensional, complex spectrum data together in a manner that allows for simplified, intuitive 
control by operational personnel.
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Electronic Warfare & 
RF Intelligence, Surveillance & 
Reconnaissance (ISR) Solutions

Electronic Warfare Battle Management (EWBM) 



Real Traffic    ǐ Real Targets    ǐ Real Training

The KER-322 Advanced Cyber Environment (ACE) with the Social Media Enhancement (SME) 
module is a robust, low-cost, easily configurable, fully functional, stand-alone, ruggedized 
capability to generate advanced cyber targets and web άǘǊŀŦŦƛŎέ ǘƻ ϦōǳƛƭŘ ǘƘŜ ƘŀȅǎǘŀŎƪϦ ŦƻǊ 
cyber/EW training and test scenarios.  The KER-711 is a portable version of the KER-322.

KER-онн !/9Ωǎ ǇǊƛƳŀǊȅ ǇǳǊǇƻǎŜ ƛǎ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ look and feel of a realistic Internet 
environment by generating various bandwidths of real  traffic including emails, web surfing and 
simulated Twitter®,  Facebook®, Instagram® and other social media application profiles, groups, 
posts, comments and feeds.
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Tactical Cyber & Social Media 
Simulation & Training Solutions

KER-322 and KER-711 Advanced Tactical Cyber 
Environment with Social Media Enhancement

The system generates a mixture of protocols 
including simulated Twitter®, Facebook®, 
Instagram®, HTTP(S), SMTP, P2P and others 
from tens of thousands of IPs. Easily create 
thousands of notional internet 
websites or "collect" actual internet sites in 
order to replicate a specific άƭƛǾŜέ environment. 
Customize skins, scripts, traffic, scenario 
Injects.  Control content and traffic remotely.

The KER-322 and KER-711 are robust tactical cyber/EW training 
tools that provide realistic, virtual and constructive training for 
military and intelligence operators.  


